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Other companies choose to implement an appliance after the backup server, but 
before their library. This is a cheaper alternative, although it does leave data exposed 
over the network.

Appliances provide maximum protection, but may require the purchase of separate 
key management software or hardware.  Appliances should be implemented 
according to your security requirements.

Data Protection    |    How Can I Implement Encryption?

Backup Server Tape LibraryEncryption ApplianceData Source

Diagram Key

Encryption Process

High Data Exposure Risk

Low Data Exposure Risk



Data Source Encryption Appliance Tape Library

Network-based Appliance:

Over the last two years, several corporations have started to offer encryption options 
in switches. This fabric-based hardware encryption method encrypts data before it 
is written to tape or disk. By moving the encryption to the switch, companies claim 
that the process is centralized, helping reduce management overhead.   However, 
when considering this solution, it is critical to understand how much latency this 
will add to your network (the I/O stream). You may want to consider beginning any 
implementation with small, tactical trials to verify that it will perform up to your 
requirements in your specific environment. 

A major plus to the switch implementation is that most of the products are already 
integrated with key management solutions from leading vendors, reducing some of 
the implementation complexities. 
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